NOTICE ON DATA BREACH OF DEBTORS

1. Please be informed that a security incident has been
occurred at the SMS service provider (Vercom S.A., 22
Roosevelta str., 60-829 Poznan, Poland, PIN: 781-17-
65-125, Regon: 300061423, KRS: 0000535618,
bok@serwersms.pl, +48 22 211 2040, hereinafter “data
sub-processor’) of our (DDM Invest Il AG) debt
collection service provider (AxFina Romania S.R.L.,
hereinafter “data processor”) through which SMS
messages were sent to you about your debt.

2. The data breach consisted of unauthorized access to
and theft of your phone number from the database of the
above mentioned data sub-processor. In addition, the
content of SMS messages sent to you by the above
mentioned data sub-processor, between 09 and 17
February 2023 was stolen. This data breach does not
affect your other data. We would also like to point out that
this incident does not in any way affect the SMS
messages that you sent to any person, nor does this
incident apply to any SMS messages sent to you by any
other person (other than messages sent to you by the
above-mentioned organisation during the above-
mentioned period).

3. One possible consequence of the data breach is the
risk of criminals posing as our company (DDM Invest IlI
AG) and trying to defraud you by:

- Sending an SMS to you with a fake account number
and suggesting you transfer money to this fake account,
- Contacting you by phone and trying to obtain additional
personal or other information.

4. a) The measures applied by the sub-processor,
Vercom S.A. took a number of preventive measures,
including:

- Forcing password changes for accounts,

- Immediate actions, consisting of: (i) enforcing the
change of server settings; (ii) restricting the possibility of
logging in from unauthorised IP addresses,

- Providing API keys,

- Restoring access to the entire infrastructure.

According to Vercom S.A. provider, the vulnerability in
the system, used to execute the attack, has been
identified and removed. Vercom S.A security team will
continuously monitor the platform for suspicious activity.

b) The measures applied by the data processor:

An SMS message is sent to debtors, warning them to be
particularly careful when disclosing their debts, so that
they do not fall victim to cyber-attackers. The message
will include a link to the website where a detailed
statement of the breach, its causes, possible
consequences and corrective measures will be
published;

NOTIFICARE PRIVIND INCALCAREA SECURITATII
DATELOR DEBITORILOR

1. Va informam ca a avut loc un incident de securitate la
nivelul furnizorului de servicii SMS (Vercom S.A., str.
Roosevelta nr. 22, 60-829 Poznan, Polonia, PIN: 781-17-65-
125, Regon: 300061423, KRS: 0000535618,
bok@serwersms.pl, +48 22 211 2040, denumit in continuare
.persoana subimputernicita pentru prelucrarea datelor”) al
furnizorului de servicii de colectare a datoriilor al DDM Invest
Il AG (AxFina Romania S.R.L., denumit in continuare
.persoana imputernicitd pentru prelucrarea datelor”), prin
intermediul caruia v-au fost trimise mesaje SMS cu privire la
datoria dvs.

2. Tncalcarea securitatii datelor a constat in accesarea
neautorizatd si sustragerea in mod fraudulos a numarului
dumneavoastra de telefon din baza de date a persoanei
subimputernicite pentru prelucrarea datelor mentionata
anterior. in plus, a fost copiat, in mod fraudulos, continutul
mesajelor SMS care v-au fost trimise de catre persoana
subimputernicitd pentru prelucrarea datelor, mentionata mai
sus, intre 09 si 17 februarie 2023. Aceastd incalcare a
securitdtii  datelor nu afecteazd celelalte date ale
dumneavoastra. De asemenea, dorim sa subliem ca acest
incident nu afecteaza, in niciun fel, mesajele SMS pe care
le-ati trimis catre orice persoana si nici mesajele SMS care
v-au fost trimise de catre orice altd persoana (altele decat
mesajele trimise de catre organizatia mentionatd mai sus in
perioada anterior mentionata).

3. O posibila consecinta a incalcarii datelor este riscul ca
infractorii sd se prezinte drept societatea noastra (DDM
Invest lll AG) si sé& incerce sa va fraudeze prin:

- Trimiterea unui SMS cu un numar de cont fals, sugerand
sa transferati bani in acest cont fals,

- Contactarea prin telefon si incercarea de a obtine date cu
caracter personal sau de alta natura suplimentare.

4. a) Masurile aplicate de persoana subimputernicita pentru
prelucrarea datelor, Vercom S.A. a luat o serie de masuri
preventive, incluzand:

- Fortarea schimbarii parolei pentru conturi;

- Masuri imediate, constand in: (i) impunerea modificarii
setarilor serverului; (ii) restrictionarea posibilitati de
conectare de la adrese |IP neautorizate,

- Furnizarea de chei API,

- Restabilirea accesului la intreaga infrastructura.

Potrivit furnizorului Vercom S.A., vulnerabilitatea din sistem,
folositd pentru a executa atacul, a fost identificata si
eliminata. Echipa de securitate a Vercom S.A. va monitoriza
in permanenta platforma pentru activitati suspecte.

b) Masurile aplicate de persoana imputernicita pentru
prelucrarea datelor:

Debitorilor li se trimite un mesaj SMS, prin care sunt
avertizati sa fie foarte atenti cand dezvaluie informatii privind
datoriile, pentru a nu cadea victime ale atacatorilor
cibernetici. Mesajul va include un link catre site-ul web unde
va fi publicatd o declaratie detaliata privind incalcarea,
cauzele acesteia, posibilele consecinte si masurile
corective;



- The payment links affected by the incident will be
deactivated and new payment links will be generated
and subsequently communicated to the affected

individuals;
- Additional measures are implemented to identify the
data subjects/debtors associated with the

controller/processor;

- Sending SMS messages and making calls to the
telephone numbers affected by the incident will be
temporarily stopped.

5. Please note that the data controller of your personal
data reported the data breach to the data protection
authority without delay.

6. For detailed information, please contact the Data
Protection Officer of DDM Invest Il AG by e-mail:
dpo@ddm-group.ch.

7. Further comments:
Please be extremely wary of any SMS messages you

receive, suspicious links, payment reminders and phone
calls, as these may be phishing attempts.
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- Link-urile de plata afectate de incident vor fi dezactivate si
vor fi generate noi link-uri de platd, care vor fi comunicate
ulterior persoanelor afectate;

- Sunt puse fin aplicare masuri suplimentare pentru

identificarea  persoanele vizate/debitorii asociati cu
operatorul/persoana Tmputernicita pentru prelucrarea
datelor;

- Trimiterea de mesaje SMS si efectuarea de apeluri catre
numerele de telefon afectate de incident vor fi suspendate
temporar.

5. Va rugam sa retineti ca operatorul datelor cu caracter
personal a raportat, fard intarziere, incalcarea securitatii
datelor la autoritatea de protectie a datelor.

6. Pentru informatii detaliate, vd rugam sa contactati
Responsabilul cu protectia datelor al DDM Invest Il AG prin
e-mail: dpo@ddm-group.ch.

7. Alte observatii:

Va rugam sa fiti extrem de atenti la mesajele SMS pe care
le primiti, la link-urile suspecte, la memento-urile de plata si
la apelurile telefonice, deoarece acestea pot fi tentative de
fraudare.



